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Abstract. The study aimed to identify the main ways to optimise the state information policy in order to strengthen
the ability to withstand complex hybrid challenges. The study examined modern approaches to the definition of hybrid
threats and their impact on the information sphere of the state. The legal mechanisms of information policy regulation
in the context of countering hybrid threats have been considered, and the effectiveness of political tools for formulating
and implementing the state’s information strategy in the context of hybrid warfare is assessed. The analysis showed
the complex and multidimensional nature of hybrid threats, which significantly complicates the process of forming an
effective information policy. In the period from 2014 to 2024, Ukraine’s legal and regulatory framework in the field
of information security has developed significantly but still has gaps, in particular in the flexibility of legal norms and
mechanisms of interagency coordination. The assessment of the effectiveness of policy instruments showed significant
progress in strengthening Ukraine’s institutional capacity to counter information threats but revealed the need for
further improvement of coordination mechanisms and development of public-private partnerships. The study proposed a
conceptual model of an integrated system of state information policy that demonstrates high efficiency in responding to
various hybrid threat scenarios. The key success factor is the system’s ability to constantly adapt and learn. The results
emphasised the need for an integrated approach to information security, including legal, institutional, technological, and
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social aspects. Special attention was paid to the development of research capacity in the field of information security and
the introduction of innovative technologies to counter emerging hybrid threats. The results of the study have expanded the
theoretical understanding of information policy in the context of hybrid threats, which has allowed to provide practical

recommendations for improving the relevant state strategies

Keywords: national security; cybersecurity; disinformation; strategic communications; media literacy; cyber defence

Introduction

In today’s world, where information technologies are rap-
idly evolving, and the geopolitical landscape is increasingly
complex, the state information policy has become critically
important. Hybrid threats, which combine elements of con-
ventional and unconventional warfare, pose new challeng-
es to national security and sovereignty. These threats often
materialise in the information domain, highlighting the
necessity of an effective information policy to protect and
advance national interests. The growing role of information
as a strategic resource and an instrument of influence in in-
ternational relations drives the urgency of this study. It seeks
to address gaps in understanding the relationship between
legal norms, political decisions and practical measures in
information security. Furthermore, analysing Estonia’s, the
United States, and the EU’s experiences in countering hybrid
threats can provide valuable insights into improving nation-
al information policy strategies.

This research responds to the need for a comprehen-
sive analysis of the legal and political dimensions of state
information policy formation and implementation in hybrid
threat contexts. Existing regulatory approaches often fail to
effectively address modern challenges such as disinforma-
tion, cyberattacks, and public opinion manipulation. This
highlights the urgent need to develop new strategies and
mechanisms tailored to hybrid threats while ensuring a bal-
ance between information freedom and national security. An
analysis of the scientific literature demonstrates the growing
interest of researchers in this area. However, a comprehen-
sive understanding of the relationship between legal norms,
political decisions and practical measures in the field of in-
formation security remains insufficiently developed

Regarding the legal aspects of information policy and
hybrid threats, A. Sari’s (2020) study introduced “legal re-
silience” as a key element in countering such threats. The
author emphasised the need to adapt legal systems to new
challenges, but the issue of practical implementation of this
concept in national legislation remains open. Developing
this topic, E. Reichborn-Kjennerud and P. Cullen (2022)
conducted a thorough analysis of the concept of “hybrid
warfare”, emphasising its multidimensionality, including
information, cyber and economic aspects. However, their
work does not fully reveal the specifics of the formation
of the state’s information policy in such conditions. Com-
plementing this analysis, H. Ordén (2020) examined the
EU’s policy on information threats, pointing to the tendency
to “defer the essence” in the EU’s approaches, which can
lead to an ineffective response to hybrid threats and, as ev-
idenced by Ukraine’s current situation, has led to a cata-
strophic lack of a proper political, legal, institutional and
social mechanism for responding to information operations
discrediting the Ukrainian state.

When analysing the international landscape, M. Malk-
so00’s (2020) work on the EU and NATO’s approaches to
countering hybrid threats through ontological security

management is particularly noteworthy. This approach of-
fers new insights into the strategic aspects of information
policy but requires further development to account for na-
tional contexts. In the same vein, M.L. Miller and C. Vac-
cari (2020) analysed digital threats to democracy, offering
a comparative analysis and possible solutions. Their study
highlighted the need for a balance between ensuring free-
dom of information and countering disinformation, which
is a key challenge for modern information policies. Adding
to this discussion, D. Ghelani (2022) examined aspects of
cybersecurity, emphasising the need for a comprehensive
approach to cyber threats that includes technical, political,
and legal aspects.

At the same time, C. Whyte (2020) considered the prob-
lem of disinformation created by artificial intelligence as
a multilevel challenge for public policy. This work high-
lighted the need to develop new approaches to regulating
the information space in the context of technological in-
novation. Amid current geopolitical challenges, A. Khor-
ram-Manesh et al. (2023) analysed the social and health
impacts of Ukraine’s hybrid war, highlighting the need to
consider the broad consequences of hybrid threats in in-
formation policy. Expanding the theoretical framework,
D. Schiller (2024) proposed new approaches to understand-
ing information in the modern world, which can serve as
a basis for rethinking the principles of the state’s informa-
tion policy in the context of hybrid threats. To conclude the
review of the scientific discourse on this issue, it is worth
mentioning the study by T. Voropayeva and N. Averiano-
va (2021), which focused on the priority areas of Ukraine’s
state policy in the field of information and economic security.
The authors emphasise the importance of the “smart power”
strategy in countering hybrid threats, but the specific mech-
anisms for implementing this strategy need further study.

In summary, despite extensive research, several aspects
of state information policy in the context of hybrid threats
remain underexplored. Key issues requiring further analysis
include adapting legislation to emerging information threats,
improving coordination among state institutions, and devel-
oping strategies to engage civil society in countering hybrid
threats. In addition, an important area for further research is
the development of methodological approaches to assessing
the effectiveness of information policy in hybrid conflicts.
Therefore, this study aimed to identify key areas for enhanc-
ing state information policy on hybrid threats, with a focus
on legal and political aspects. To achieve this goal, the study
was focused on:

1) analyse contemporary approaches to defining hybrid
threats and their impact on the state’s information sphere.

2) examine legal mechanisms for regulating information
policy in the context of hybrid threat mitigation.

3) assess the effectiveness of political instruments in
shaping and implementing the state’s information strategy
amid hybrid warfare.



Materials and methods

The study’s source base comprises Ukrainian legal acts on
information security, including, Law of Ukraine No. 2163-
VIII “On the Basic Principles of Ensuring Cybersecuri-
ty of Ukraine” (2017), Decree of the President of Ukraine
No. 47/2017 “On the Decision of the National Security and
Defence Council of Ukraine of 29 December 2016 “On the
Doctrine of Information Security of Ukraine” (2016), and
also Law of Ukraine No. 2404-VI “On Public-Private Part-
nership” (2010). The analysis included international doc-
uments such as the Joint Communication to the European
Parliament and the Council: “Joint Framework on Counter-
ing Hybrid Threats — A European Union Response” (2016),
as well as U.S. legislation, including Public Law of United
States No. 115-278 “Cybersecurity and Infrastructure Securi-
ty Agency Act” (2018) and Executive Order of the President
of United States No. 14028 “Improving the Nation’s Cyberse-
curity” (2021). Additionally, Estonia’s cybersecurity regula-
tions (Ministry of Economic Affairs and Communications of
the Republic of Estonia, 2019) were examined.

Key sources of information included reports and analy-
ses from international organisations, notably the European
Centre of Excellence for Countering Hybrid Threats (Hybrid
CoE, 2021). Cyber threat statistics from the KnowBe4 report
(Cyberattacks on infrastructure..., 2024) were examined,
and the National Cyber Security Index (2024) was utilised
to evaluate Ukraine’s cybersecurity progress. To achieve this
goal, the research methodology integrated qualitative and
quantitative approaches to analyse Ukraine’s legal frame-
work, international regulatory documents, and policy imple-
mentation mechanisms. Content analysis was employed to
systematically examine legal acts, strategic documents, and
scholarly publications on information security, enabling the
identification of key trends in hybrid threat development.
The institutional approach was applied to examine legal
mechanisms regulating information policy and the functions
of specialised bodies, facilitating an assessment of the in-
stitutional structure’s effectiveness. Scenario modelling was
employed to analyse potential hybrid threat scenarios, ena-
bling an assessment of the proposed information policy mod-
el’s adaptability. A SWOT analysis was conducted to evalu-
ate the strengths, weaknesses, opportunities, and threats in
Ukraine’s information policy, facilitating the systematisation
of findings and the formulation of informed recommenda-
tions for enhancing information policy amid hybrid threats.
The authors examined the evolution of the “hybrid threats”
concept and its impact on the state’s information sphere.

The study assessed the effectiveness of political instru-
ments in shaping and implementing the state’s information
strategy amid hybrid warfare. It examined the institutional
framework supporting Ukraine’s information policy, par-
ticularly the roles of specialised bodies such as the National
Coordination Centre for Cybersecurity and the Centre for
Strategic Communications and Information Security. Addi-
tionally, it evaluated interagency coordination mechanisms
and public-private partnerships in information security. A
conceptual model for an integrated state information poli-
cy system is developed. Based on this model, the system’s
response to various hybrid threat scenarios was simulated,
enabling an assessment of its adaptability and effectiveness
in addressing information security challenges. The study em-
ployed expert assessments to evaluate the effectiveness of
government programs and strategies in information security.
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Specifically, it analysed the implementation of Ukraine’s
Cybersecurity Strategy 2016-2020, as reflected in the draft
Cybersecurity Strategy of Ukraine 2021-2025 (2021).

To assess Ukraine’s progress in information security
from 2014 to 2024, key performance indicators are exam-
ined using data from international rankings, including the
National Cyber Security Index (2024), along with statistics
on cyber incidents and information attacks. The study also
explored the impact of hybrid threats on democratic pro-
cesses and institutions, focusing on mechanisms of elector-
al interference and public opinion manipulation through
information operations. Additionally, it examined interna-
tional approaches to countering hybrid threats, analysing
the information policies of the EU, NATO, and countries
such as the United States, Estonia, and the United King-
dom - selected for their extensive experience in addressing
hybrid threats and developing comprehensive information
security strategies. Particular attention was given to in-
ternational cooperation mechanisms in cybersecurity and
threat intelligence sharing.

Results

Analysis of contemporary approaches to defining hy-
brid threats and their impact on the information sphere
of the state. Between 2014 and 2024, the concept of hy-
brid threats gained prominence in scientific and political
discourse due to the increasing complexity and multidimen-
sional nature of modern conflicts, which extend beyond tra-
ditional military confrontation. M. Galeotti (2018) defines
hybrid threats as the strategic use of various state influence
mechanisms, including diplomatic, informational, military,
and economic instruments, to achieve objectives without
formally declaring war. This interpretation highlights the
multifaceted nature of modern challenges, which often
emerge in the ambiguous space between peace and open
conflict. Ukrainian researchers, particularly Kh.O. Mish-
chenko (2020), expand this concept by emphasising the
information dimension, defining hybrid threats as a com-
bination of influence mechanisms designed to undermine
statehood, including information manipulation, economic
pressure, cyberattacks, and the use of proxy forces. Notably,
the concept of hybrid threats is dynamic, evolving alongside
technological advancements and geopolitical shifts. For in-
stance, a study by the European Centre of Excellence for
Countering Hybrid Threats (Hybrid CoE, 2021) highlights
the increasing role of artificial intelligence and quantum
computing in shaping new forms of hybrid threats.

Analysing current definitions of hybrid threats reveals
several key types, particularly relevant to the information
sphere, that collectively pose complex challenges to na-
tional security. The most prevalent type is disinformation
campaigns, which systematically spread false or manipula-
tive information to shape public opinion and influence de-
cision-making. L. Rosenberger (2020) highlights how these
campaigns undermine democratic processes and national se-
curity. Equally significant are cyberattacks, which target in-
formation systems to disrupt operations, steal data, or inflict
economic damage. The severity of this issue is highlighted
by statistics, with cyberattacks increasing by 600% during
the COVID-19 pandemic. Closely related are social media
influence operations, which exploit digital platforms to ma-
nipulate public opinion, polarise society, and erode trust in
government institutions (Zelenov, 2024).
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Research from the Oxford Internet Institute indicates
that over 80 countries have established systems for lever-
aging social media to shape public discourse (Bradshaw et
al., 2021). The fourth type is economic influence through
information tools, which leverages various sources and
channels to destabilise the economy, manipulate market
mechanisms, or undermine financial stability. The fifth type,
known as lawfare (legal warfare), involves the strategic
exploitation of legal frameworks and international law to
achieve geopolitical objectives. O.F. Kittrie (2022) examines
how certain states manipulate international legal instru-
ments to legitimise aggressive actions in the information
space. For instance, the Russian Federation frequently cites
the principles of responsibility to protect (R2P) and self-de-
fence to justify its cyber operations against other states. In
the 2008 conflict with Georgia, Russia justified it cyberat-
tacks on Georgian government websites and infrastructure
as a “defence” of the Russian-speaking population in South
Ossetia, manipulating international legal principles to legiti-
mise its actions in cyberspace.

These information threats are highly adaptable, diffi-
cult to detect and attribute, and capable of rapid escalation.
Their synergistic nature amplifies their impact, creating a
complex and dynamic challenge for state information secu-
rity. In the current geopolitical landscape, hybrid threats
pose an increasingly complex and multifaceted challenge
to national information security, impacting various aspects
of public life, including politics, economics, and culture.
These threats undermine state authority, eroding public
trust in government institutions, the media, and other key
entities (Van Raemdonck & Meyer, 2024). This process is
closely linked to societal polarisation, driven by targeted
manipulative information campaigns. As P.M. Krafft and
J. Donovan (2020) demonstrate, such campaigns not only
deepen existing social, ethnic, and political divisions but
also foster radicalisation and the spread of extremist ideol-
ogies. The economic impact of hybrid threats is particularly
significant, especially for developing countries. A notable
example is the 2022 cyberattack on Costa Rica’s govern-
ment agencies, which resulted in unprecedented economic
losses amounting to 2.4% of the country’s annual GDP (Ver-
gara Cobos, 2024).

This incident underscores the vulnerability of national
economies to digital threats and the urgent need for robust
cyberdefense systems. Equally concerning is the impact of
hybrid attacks on critical infrastructure. A recent KnowBe4
analysis highlights a significant rise in both the frequency
and scale of such cyberattacks. Between 2023 and 2024,
over 420 million cyberattacks were recorded, averaging 13
incidents per second — a 30% increase from the previous
year. The U.S. energy sector proved particularly vulnera-
ble, with approximately 60 new power grid vulnerabilities
identified daily (Cyberattacks on infrastructure..., 2024).
These findings highlight the urgent need for more effec-
tive strategies to safeguard critical infrastructure. Hybrid
threats significantly affect democratic processes, particular-
ly through electoral manipulation and political interference
(Davies, 2021). These actions undermine the legitimacy of
democratic institutions and contribute to broader political
destabilisation. Hybrid threats significantly affect democrat-
ic processes, particularly through electoral manipulation
and political interference (Davies, 2021). These actions un-
dermine the legitimacy of democratic institutions and con-

tribute to broader political destabilisation. These operations
target national identity, undermine cultural values, and
create artificial conflicts based on cultural differences. The
Ukrainian case exemplifies the destructive impact of identity
crisis technologies and so-called “identity-destructive tradi-
tional weapons” (Kresina, 2024).

The cumulative impact of hybrid threats on national
information security must be emphasised. While individu-
al incidents may appear inconsequential, their convergence
creates a complex web of threats. This underscores the need
for states to develop comprehensive, multi-level counter-
measures that address the interconnections between various
components of information security and safeguard national
interests in the information space. To address these challeng-
es, countries are adopting comprehensive cyber defence and
information resilience programs. Specifically, Ukraine’s Cy-
bersecurity Strategy, approved by Decree of the President of
Ukraine No. 447,/2021 (2021), aims to enhance the national
cyber defence system, bolster the defence sector’s ability to
combat cyber threats, and ensure the security of the digital
space. At the global level, cooperation mechanisms to com-
bat hybrid threats are being developed. For instance, NATO’s
specialised Centre of Excellence coordinates member states’
efforts in this area (Hybrid CoE, 2021).

In conclusion, the analysis of contemporary approaches
to hybrid threats and their impact on the state’s information
sphere highlights the complexity of this phenomenon. The
study identified various hybrid threats, including disinfor-
mation campaigns, cyberattacks, social media influence op-
erations, and the abuse of legal mechanisms. Emphasis was
placed on the adaptability of these threats and their poten-
tial for rapid escalation. The analysis of hybrid threats’ im-
pact on state information security underscores the need for
a comprehensive counterstrategy. Additionally, the evolving
nature of these threats necessitates continuous updates to
their definition and assessment, offering opportunities for
further research.

Study of legal mechanisms for regulating informa-
tion policy in the context of countering hybrid threats.
As hybrid threats become increasingly complex and in-
tense, legal mechanisms for regulating information policy
are essential to national security. This section provides a
detailed analysis of Ukraine’s legal framework, internation-
al practices, and prospects for legislative improvements in
countering information threats. Ukraine’s legal framework
for information policy and security has undergone signifi-
cant revisions, particularly between 2014 and 2024. A key
document shaping state policy in this area is Decree of the
President of Ukraine No. 47/2017 “On the Decision of the
National Security and Defence Council of Ukraine of 29 De-
cember 2016 “On the Doctrine of Information Security of
Ukraine” (2016). This regulatory act defines the state’s stra-
tegic interests in information security, identifies potential
risks, and establishes the main priorities and directions of
government strategy in information policy.

A significant advancement in Ukraine’s legislative
framework was the adoption of Law of Ukraine No. 2163-
VIII “On the Basic Principles of Ensuring Cybersecurity of
Ukraine” (2017). This law establishes the foundation for
safeguarding the critical interests of individuals, civil soci-
ety, and the state in the digital domain. It defines key ob-
jectives, strategic priorities, and fundamental principles of
state cyber defence policy. Additionally, it delineates the



responsibilities of government institutions, private enterpris-
es, NGOs, and individuals while introducing mechanisms
for coordinating efforts to ensure the robust protection of
national cyberspace. Decree of the President of Ukraine
No. 447/2021 (2021) establishes a hierarchy of Ukraine’s
key interests in cyberspace protection. It identifies existing
and potential digital threats that could undermine citizens’
fundamental rights, societal stability, and national security.
The strategy also outlines priority directions and a conceptu-
al framework for developing and implementing state policy
to ensure a secure digital environment, benefiting individ-
uals, civil society, and the state as a whole. Despite signif-
icant progress in legislative development, certain gaps and
shortcomings remain. Notably, clearer mechanisms for co-
ordinating state agencies in countering information threats
are needed. The current interagency cooperation framework
often lacks the agility to respond effectively to the rapidly
evolving information environment, potentially weakening
efforts to combat hybrid threats.

An analysis of global legal approaches to regulating the
information space amid hybrid threats reveals diverse meth-
ods and strategies employed by states and supranational en-
tities. The European Union has developed a comprehensive
strategy to combat hybrid threats, integrating both regulatory
and structural initiatives. The EU adopted the Joint Commu-
nication to the European Parliament and the Council “Joint
Framework on Countering Hybrid Threats a European Union
Response” (2016), which outlines key strategic directions in
this domain. In 2017, the European Centre of Excellence for
Countering Hybrid Threats was established to foster strate-
gic discussions and conduct analytical research on hybrid
challenges. The United States also prioritises legislative reg-
ulation of information security. Public Law of United States
No. 115-278 (2018) created a specialised agency to protect
critical infrastructure from cyber threats. Executive Order of
the President of United States No. 14028 (2021) introduced
enhanced security standards for government agencies and
their contractors. Estonia, recognised as a leader in cyber de-
fence, offers a particularly noteworthy approach. Its Cyber-
security Strategy 2019-2022 prioritises strengthening cyber
resilience and enhancing international cooperation (Ministry
of Economic Affairs and Communications of the Republic of
Estonia, 2019). The Estonian model follows a total defence
concept, integrating state institutions, the business sector,
and civil society organisations into cybersecurity efforts.

An analysis of Ukrainian legislation and international
practices reveals significant gaps in the regulatory frame-
work for countering information threats. These deficiencies
hinder efforts to maintain effective information security
amid rapid technological advancements and evolving hybrid
challenges. The absence of a clear legal framework defin-
ing the criminal nature of Russian hybrid influence, particu-
larly in the context of prolonged latent aggression against
Ukraine, remains a significant challenge. Cyberterrorism
has become a key instrument in the aggressor’s warfare, es-
pecially following the large-scale invasion on February 24,
2022. However, both national and international legal sys-
tems continue to treat such acts of information terrorism as
secondary concerns.

First, the rigidity of legal norms remains a critical is-
sue, stemming from the rapid evolution of information tech-
nology and the ever-changing nature of threats. The exist-
ing legal framework often fails to keep pace with reality,
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creating gaps that criminals can exploit. Addressing this
challenge requires the development of more adaptive leg-
islative instruments capable of responding swiftly to shifts
in the information landscape. The second major challenge
is the inefficiency of coordination among key stakeholders
in information security. This issue extends beyond intergov-
ernmental communication to include collaboration between
the government, the private sector, and non-governmental
organisations. Weak coordination results in functional re-
dundancies, inefficient resource allocation, and a dimin-
ished overall capacity to counter information threats effec-
tively. Addressing this challenge requires a comprehensive
approach to establishing a unified management system and
enhancing coordination in information security. Particular
attention must be given to balancing national security with
the protection of civil rights and freedoms, a complex task at
the core of effective information policy formulation.

Enhancing security in the information space often en-
tails certain restrictions, raising concerns about potential
violations of fundamental rights, including privacy and free
expression. Striking an optimal balance between security
and civil liberties is crucial for developing and modernis-
ing information security legislation. Given the global nature
of modern information threats, strengthening international
cooperation is also essential for improving legal regulation.
Effective mechanisms for international data exchange and
coordinated responses to cyber threats are urgently needed.
This requires not only aligning national legislation with in-
ternational standards but also strengthening Ukraine’s role
in shaping the global information security framework. Addi-
tionally, fostering public-private partnerships is essential for
advancing cybersecurity legislation. Given the substantial
private ownership of strategically important infrastructure,
effective collaboration between the state and business is vi-
tal for ensuring the country’s information security. This ne-
cessitates the development of legislative measures to encour-
age businesses’ active participation in cyberspace protection,
alongside clear definitions of cooperation mechanisms be-
tween the public and private sectors in cyber defence.

Given the identified shortcomings, the modernisation of
the legislative framework for addressing information chal-
lenges should focus on several strategic areas. A priority is
the creation of a comprehensive regulatory act on counter-
ing hybrid threats, defining key principles, tools, and defini-
tions. This document should serve as the foundation for an
integrated system ensuring the country’s information securi-
ty. Simultaneously, attention should be given to optimising
algorithms for rapid response to information challenges, in-
cluding the creation of specialised units and the development
of targeted cooperation schemes among information security
actors. An important step is to strengthen cyber defence reg-
ulations for entities managing critical infrastructure, thereby
enhancing the security of strategically important elements.
An urgent task is aligning Ukraine’s legal framework with
international standards and best practices in cyberspace pro-
tection, facilitating the country’s integration into the global
system for countering information threats.

Assessment of the effectiveness of political instru-
ments in shaping and implementing state information
strategy amid hybrid warfare. Amid escalating global geo-
political tensions and increasing hybrid challenges, particu-
larly between 2014 and 2024, evaluating the effectiveness of
state mechanisms for shaping and implementing information
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strategy is crucial. This section provides a comprehensive
analysis of existing instruments, assesses their effectiveness,
and proposes strategies for optimising political measures to
counter hybrid threats in the information domain. Over the
past decade, Ukraine’s information strategy in hybrid con-
frontation has undergone significant transformation, shaped
by interrelated political mechanisms. This evolution was
driven by the need to address escalating information threats
and establish an effective system for countering hybrid chal-
lenges. A cornerstone of this system is strategic planning,
reflected in the adoption of the updated Cybersecurity Strat-
egy of Ukraine in 2021 (Decree of the President of Ukraine
No. 447/2021, 2021). This regulatory act defined the key
directions of state policy in the information sector, focusing
on securing the information environment, fostering its de-
velopment within Ukraine, and safeguarding citizens’ consti-
tutional right to access information.

The adoption of this strategy addressed the urgent need
for a comprehensive approach to information security and
laid the groundwork for enhancing the implementation of
state information policy. Alongside strategic planning, the
institutional framework for information policy was rein-
forced. A key step was the establishment of the Ministry
of Information Policy (Decree of the President of Ukraine
No. 449/2014, 2014), later restructured as the Ministry of
Culture and Information Policy in 2019 (Resolution of the
Cabinet of Ministers of Ukraine No. 829, 2019). This transi-
tion aimed to centralise the management of the information
domain, enhance coordination among agencies, and strength-
en state efforts to counter information threats. Additionally,
specialised units were established within the Security Service
of Ukraine, the Ministry of Defence, and other state agen-
cies, enhancing the state’s information security capabilities
and supporting the development of a multi-layered system
for protecting national interests in the information sphere.

The legal and regulatory framework has been a crucial
element in developing an effective information strategy. Key
legislative measures, including Law of Ukraine No. 2163-
VIII (2017) and Law of Ukraine No. 2469-VIII (2018), along
with the modernisation of Law of Ukraine No. 2657-XI1(1992)
and the introduction of Law of Ukraine No. 2849-IX (2023),
were designed to combat disinformation and manipulative
practices. These regulations addressed emerging challenges
in the information space and equipped the state with essen-
tial tools to safeguard national interests in the digital domain.

Recognising the global nature of modern information
threats, Ukraine has strengthened international cooperation,
particularly with the EU and NATO, to counter hybrid chal-
lenges. Participation in joint exercises, knowledge exchange,
and the development of countermeasures against informa-
tion attacks have been crucial in enhancing national infor-
mation security and advancing Ukraine’s integration into
the international cyber defence system (Jeong et al., 2024).
Simultaneously, public diplomacy and strategic communi-
cation mechanisms were expanded, including the establish-
ment of the Ukrainian Institute and the increased engage-
ment of diplomatic missions to promote a positive image of
Ukraine (Ministry of Foreign Affairs..., 2021). These initia-
tives sought to foster a favourable international environment
and counter information manipulation on a global scale. De-
spite significant progress in developing political instruments
for implementing the information strategy, their effective-
ness is often hindered by weak institutional synergy and the

absence of a centralised authority in information security.
Addressing this challenge remains a priority for Ukraine, ne-
cessitating further efforts to optimise information security
governance and enhance interagency coordination.

An assessment of Ukraine’s information security pro-
grams and strategies from 2014 to 2024 presents a mixed
record of achievements and challenges. Analysis of the Cy-
bersecurity Strategy of Ukraine 2016-2020 indicates limited
effectiveness, with experts estimating that only 40% of the
planned objectives were achieved (Decree of the President
of Ukraine No. 96/2016, 2016). Despite significant efforts
to strengthen Ukraine’s cyber defence, several critical tasks
remain unfulfilled. An effective mechanism for exchanging
information on cyber threats has yet to be established, nor
has there been sufficient progress in training qualified spe-
cialists or implementing a robust model of public-private
sector cooperation. Of particular concern is the underdevel-
oped cybersecurity research base, which severely limits the
ability to address emerging threats.

Despite these challenges, significant progress has been
made in strengthening the state’s institutional capacity.
The establishment of the National Coordination Centre for
Cybersecurity under the National Security and Defence
Council of Ukraine (Decree of the President of Ukraine
No. 47/2017, 2016) and the development of sectoral cyber
incident response centres have enhanced Ukraine’s ability
to address cyber threats. Additionally, the creation of the
Centre for Strategic Communications and Information Secu-
rity (Ministry of Culture and Strategic Communications of
Ukraine, 2021) and the implementation of disinformation
monitoring and countermeasures have improved the detec-
tion and neutralisation of information attacks. These efforts
are reflected in international rankings. The National Cyber
Security Index (2024) shows Ukraine’s significant progress,
rising from 25" place in 2020 to 11% in 2023. This high-
lights the positive trend and Ukraine’s increasing role as a
key partner in international cybersecurity initiatives, under-
scored by its active participation in EU and NATO programs.
Despite these achievements, the effectiveness of state pro-
grams and strategies in information security remains limited
by factors such as insufficient funding, a lack of qualified
personnel, and inadequate interagency coordination. These
issues highlight the need for further development of the na-
tional cybersecurity system to effectively address modern
information threats.

Based on the analysis, we propose a set of interrelat-
ed recommendations for enhancing political instruments to
counter hybrid threats in the information sphere. These rec-
ommendations focus on establishing a coherent and effective
system for safeguarding Ukraine’s national interests in the
information space. The primary objective is to strengthen
coordination and centralise management through the cre-
ation of a unified information security coordination centre.
This centre should facilitate effective interagency collabora-
tion and a swift response to hybrid threats, addressing ex-
isting fragmentation and improving overall effectiveness in
countering information threats. Simultaneously, developing
an early warning system through a comprehensive monitor-
ing and analysis framework is essential for the timely detec-
tion of potential threats and the preparation of preventive
measures, crucial in the rapidly evolving information envi-
ronment. Strengthening the regulatory framework by adopt-
ing a comprehensive law on countering hybrid threats is also



necessary to establish a clear legal structure for activities in
this area. This law should define the roles and responsibili-
ties of various stakeholders in information security, minimis-
ing function overlap and enhancing collaboration between
government agencies and the private sector.

Strengthening international cooperation by increasing
Ukraine’s participation in global cybersecurity initiatives
and enhancing information exchange with EU and NATO
partners is vital for its integration into the global cyber de-
fence system (Cherleniak & Tokar, 2024). This approach will
not only provide access to innovative technologies but also
bolster Ukraine’s reputation as a reliable ally in combating
transnational cyber threats. Establishing an effective pub-
lic-private cooperation model and enhancing collaboration
between government agencies and the business sector in cy-
bersecurity are essential for protecting critical infrastructure
and information assets. This requires a structured exchange
of threat intelligence and joint development of defence strat-
egies, leveraging the expertise and resources of both sectors
to more effectively combat cyber threats.

Enhancing digital and media literacy through a nation-
al program is crucial for bolstering society’s resilience to
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information manipulation. This will improve cyber hygiene
across the population and cultivate a skilled workforce to
combat disinformation and information attacks. Developing
a national cyber defence system by investing in Ukrainian
cyber defence technologies and training skilled information
security professionals is essential for ensuring technolog-
ical independence and strengthening human resource ca-
pacity (Lyndyuk et al., 2023). Enhancing strategic commu-
nications through a unified national strategy is crucial to
effectively counter disinformation and promote a positive
image of Ukraine domestically and internationally. Imple-
menting these interrelated recommendations will establish
a comprehensive system for countering hybrid threats in
the information sphere, enhancing Ukraine’s national secu-
rity and resilience to contemporary information challenges.
To fully understand the dynamics of political instruments
and the effectiveness of state programs in Ukraine’s infor-
mation security from 2014 to 2024, it is useful to examine
key indicators and their changes over time. Table 1 sum-
marises the main aspects of Ukraine’s information securi-
ty system transformation, highlighting both achievements
and challenges.

Table 1. Development dynamics of Ukraine’s information security system (2014-2024)

Indicator 2014-2018 2019-2024 Trend
Institutional support Creation of the MIP Reorganisation into MCIP, establishment Positive
of NCCC
Legislative framework Basic laws Comprehensive upgrade Positive
International cooperation Start of active cooperation Deepening integration Positive
Countering disinformation Fragmented measures Estabhshm(?nt of a CSC, Positive
a systematic approach
National Cyber Security Index rating 25% place (2020) 11* place (2023) Positive
Implementation of the Cybersecurity _ 40% (2016-2020) Moderate
Strategy
Public-private partnerships Underdeveloped At the stage of formation Moderate
Human resources support Insufficient An improvement, but still not enough Moderate

Note: MIP — Ministry of Information Policy; MCIP — Ministry of Culture and Information Policy; NCCC — National Coordination
Centre for Cybersecurity; CSC — Centre for Strategic Communications and Information Security

Source: compiled by the authors

The analysis of the data reveals an overall positive
trend in the development of Ukraine’s information securi-
ty system over the past decade. However, despite notable
achievements, areas requiring further optimisation remain,
including enhancing public-private sector collaboration and
improving the efficiency of strategic initiatives. These unre-
solved issues underscore the need to continue strengthening
Ukraine’s defence capabilities to counter modern complex in-
formation threats, a crucial component for ensuring national
stability and establishing a robust national security system,
which cannot be achieved without addressing hybrid threats.

Modelling an integrated system of state information
policy in the context of hybrid threats. Given the rapid

evolution of information technologies and the intensification
of hybrid challenges from 2014 to 2024, developing a com-
prehensive state information strategy is crucial for ensur-
ing national security. This section of the study examines the
conceptual framework of information policy, identifies key
elements of the information security system, and forecasts
its effectiveness under various hybrid threat scenarios. The
conceptual model of state information policy in the context
of hybrid threats must account for the complex interplay of
legal, political, technological, and social factors. Based on an
analysis of contemporary approaches to information policy
and the specifics of hybrid threats, the following structure is
proposed (Table 2).

Table 2. Structure of the conceptual model of the state information policy

Model component

Key elements

Constitutional principles of information policy

Legal and regulatory framework

Legislative framework in the field of information security

International agreements and commitments
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Table 2, Continued

Model component

Key elements

Institutional architecture

System of public administration bodies in the field of information policy

Mechanisms for coordination and interaction between different institutions

Public-private partnership structures

Strategic planning

National Information Security Strategy

Sectoral and regional information infrastructure development programmes

Mechanisms for monitoring and evaluating the effectiveness of strategies

Critical infrastructure cyber defence systems

Technological infrastructure

National cyber threat information exchange platforms

Technologies for detecting and neutralising disinformation

Training system for specialists in the field of information security

Human capital

Programmes to improve the digital literacy of the population

Mechanisms for engaging the expert community

Participation in international cybersecurity organisations and initiatives

International cooperation

Bilateral and multilateral cooperation agreements

Mechanisms for sharing experience and technology

Source: created by the authors

The model incorporates recommendations from
Ukraine’s Draft of the Cybersecurity Strategy (2021-2025),
which underscores the importance of developing a nation-
al cyber resilience system, fully aligning with the proposed
conceptual framework. Based on this model, key elements
of the information security architecture can be identified,
along with their interdependencies. The central node of this
architecture is the Centre for Strategic Management and
Coordination, tasked with developing and implementing a
unified state information security policy. This body ensures
coordination among institutions and facilitates interaction
with the business sector and the public. As outlined in the
Decree of the President of Ukraine No. 242/2016 “On the
National Coordination Centre for Cybersecurity” (2016),
these functions are assigned to the National Coordination
Centre for Cybersecurity under the National Security and
Defence Council of Ukraine.

An early warning system, combining technologi-
cal monitoring tools, analytical hubs, and rapid response
teams, is in place to quickly detect and neutralise threats.
The key component of this system is CERT-UA, regulated
by Law of Ukraine No. 2163-VIII (2017). The law enforce-
ment and counter-intelligence sectors focus on detecting,
preventing, and investigating cybercrime and information
sabotage by foreign intelligence services. This responsibility
primarily falls to the Security Service of Ukraine and the
National Police, whose powers are defined by the Law of
Ukraine No. 2229-XII (1992) and Law of Ukraine No. 580-
VIII (2015), respectively. The educational and scientific
complex plays a crucial role in training specialists, conduct-
ing research, and developing innovative technologies in in-
formation security.

It includes leading universities, research institutions,
and innovation centres. In Ukraine, key institutions in this
field include the National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”, with its special-
ised cybersecurity programs; Kharkiv National University
of Radio Electronics, known for its strong information tech-
nology and security programs; and Lviv Polytechnic Na-
tional University, which houses the Institute of Computer
Technology, Automation, and Metrology, training informa-
tion security specialists. This segment’s activities are gov-
erned by Law of Ukraine No. 848-VIII (2015). The Strategic

Communications System is tasked with formulating and
implementing state information policy, countering disinfor-
mation, and promoting national interests internationally.
The Centre for Strategic Communications and Information
Security, established in 2021, plays a central role (Ministry
of Culture and Strategic Communications of Ukraine, 2021).

The public-private partnership platform facilitates ef-
fective collaboration between the public and private sectors
in information security. It includes mechanisms for data
exchange, joint training, and the development of security
standards. The legal framework for these partnerships is out-
lined in Law of Ukraine No. 2404-VI (2010). This multi-level
structure enables the creation of a comprehensive informa-
tion protection system that adapts to dynamic changes in the
cyber threat landscape and effectively counters contempo-
rary hybrid challenges. The interaction and synergy between
the components of the conceptual state information policy
model are facilitated through interrelated mechanisms,
forming an integrated ecosystem for information space pro-
tection. The central element is a unified system for exchang-
ing data on cyber incidents and threats, ensuring the rapid
dissemination of critical information across all participants
in the information security system.

This system is closely integrated with databases and an-
alytical platforms for in-depth threat analysis and forecast-
ing. The system’s effectiveness is reinforced by regular joint
exercises and training involving representatives from vari-
ous agencies, the private sector, and international partners,
enhancing preparedness for cyber incidents and fostering a
shared understanding of threats. Coordination and strategic
decision-making are supported by coordination councils and
working groups, which serve as platforms for addressing is-
sues, developing common approaches, and aligning actions
within a unified state information security policy.

Together, these elements create a flexible, adaptive,
and effective system for countering the evolving landscape
of hybrid threats. This system of components and their in-
terrelationships aligns with the recommendations in Infor-
mation and Analytical Digest No. 7 (July) “Cybersecurity in
the Information Society”, prepared by the State Scientific
Institution Institute of Information, Security, and Law of the
National Academy of Legal Sciences of Ukraine and the Ver-
nadsky National Library of Ukraine (Dovgan et al., 2023).



The digest highlights the importance of enhancing coor-
dination among cybersecurity stakeholders and develop-
ing public-private partnership mechanisms. To assess the
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effectiveness of the proposed state information policy model
in the context of hybrid threats, three scenarios were analysed,
and the system’s response to each was predicted (Table 3).

Table 3. Analysis of the information security system response to various hybrid threat scenarios

Aspect

Scenario 1. Large-scale
cyberattack

Scenario 2. Long-term
information operation

Scenario 3. Technological
breakthrough in the field of
artificial intelligence

Nature of the threat

Coordinated cyberattack on
energy and financial systems,
accompanied by disinformation

Systematic spread of
disinformation through social
media and mass media

Emergence of new types of
cyber threats associated with
the development of artificial
intelligence

1. Centre for Strategic
Management and Coordination.

1. Early detection system.

1. Educational and scientific

. 2. Strategic management centre. complex.
2. Early detection system. . N ;
3. Educational and scientific 2. Strategic management centre.
Key components of 3. The law enforcement block. Lo .
. L complex. 3. Public-private partnership
the response 4. Strategic communications : L
4. Strategic communications platform.
system. .
5. Public-private partnership system. 4. Early detection system.
’ 5. The law enforcement block. 5. International cooperation.
platform.
1. Activation of the crisis 1. Identification of disinformation 1. Researching new threats.
protocol. narratives. 2. Update the regulatory
2. Identification of attack sources. 2. Developing a long-term framework.
3. Investigations and international strategy. 3. Cooperation with technology
Main actions cooperation. 3. Implementation of media companies.
4. Informing the population. literacy programmes. 4. Adaptation of detection
5. Exchange of information 4. Campaign to refute fakes. algorithms.

with critical infrastructure
operators.

5. Blocking disinformation
networks.

5. Development of international
safety standards.

Response timeframe

Short-term (hours to days)

Long-term (months to years)

Medium-term (weeks to months)

Efficiency High Medium Moderate
1. Duration of exposure. 1. Technological complexity.
1. Speed of response. 2. Change in public opinion 2. The need for significant
Key challenges 2. Coordination between agencies. ' gemp p ) ’ &

3. Minimising losses.

3. Identifying hidden sources of
disinformation.

resources.
3. Adaptation to rapid changes.

Key advantages of

Ability to quickly mobilize

A systematic approach to long-

Flexibility and adaptability to

the model resources and coordinate actions  term threats new technological challenges

Areas for Fmprovm.g the speed of Develop1r}g methods for assessing Strengthening research capacity
. information exchange between the effectiveness of long-term - . .
improvement and international cooperation

agencies

strategies

Note: it is important to note that the modelling presented is based on the authors’ assessment and reflects potential scenarios of
information security system response. These forecasts are hypothetical and require further verification through empirical research
and practical testing. The results of the modelling should be considered as a starting point for a more in-depth analysis and discus-
sion among information security professionals. Further research, including quantitative analysis and field experiments, is needed to

validate the proposed scenarios and refine the predictions of system effectiveness in different hybrid threat environments

Source: created by the authors

Based on the modelling and analysis of various hybrid
threat scenarios, the proposed integrated state information
policy system demonstrates strong potential in addressing
modern information security challenges. The model is highly
effective in responding to acute crises, systematically coun-
tering long-term information operations, and adapting to
new technological challenges. The analysis also highlight-
ed the need to enhance interagency coordination, develop
research capacity, and strengthen international cooperation
to effectively address the evolution of hybrid threats. A key
success factor is the system’s capacity for continuous adapta-
tion, necessitating regular reviews and updates of strategies,
technologies, and regulations in response to the evolving
information threat landscape. Implementing the proposed
model and recommendations for its improvement will sig-
nificantly enhance the state’s information security and resil-
ience to hybrid challenges in the long term.

Discussion

The study identified key aspects of developing and imple-
menting the state information strategy in the context of hy-
brid challenges. It included a detailed analysis of Ukraine’s
information policy and security framework, an assessment of
political mechanisms for countering hybrid threats, and the
proposal of a theoretical model for a comprehensive infor-
mation policy system. The findings highlight the need for a
holistic approach to information security, integrating legal,
organisational, technical, and social dimensions. Reviewing
Ukraine’s legal framework for information security reveals
significant progress in legislation from 2014 to 2024, includ-
ing the adoption of key laws and strategic documents.

Comparisons with the study by S. Kalniete and T. Pilde-
govics (2021) showed similar trends in the development of
the legal framework at the EU level. The authors stress the im-
portance of a comprehensive legal framework for countering
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hybrid threats, aligning with this study’s conclusion on the
need for a national law on hybrid threats in Ukraine. Howev-
er, unlike the EU’s emphasis on supranational coordination
mechanisms, this study focuses on strengthening the nation-
al information security system, reflecting Ukraine’s unique
geopolitical position and the need for rapid response to im-
mediate threats. The study highlighted the need to strength-
en coordination among government agencies and establish a
centralised decision-making body for information security.

These findings align with M. Wigell’s (2021) study,
which emphasised the importance of integrated structures
to effectively counter hybrid threats. M. Wigell (2021) came
up with the idea of “democratic deterrence”, which calls
for active participation of civil society in fighting hybrid
threats. This study’s focus on creating partnerships between
the government and private sector in information security
fits well with this idea. However, unlike the author’s focus
on foreign policy, this study proposes a more comprehen-
sive approach addressing both internal and external aspects
of information policy. An assessment of the effectiveness of
political mechanisms for countering hybrid threats identifies
shortcomings in the implementation of state initiatives and
strategies for information security in Ukraine (Metelskyi &
Kravchuk, 2023).

These findings align with C. Tenove’s (2020) work
on protecting democratic principles from disinformation.
C. Tenove (2020) focused on the normative risks of restrict-
ing freedom of expression in efforts to combat disinforma-
tion. This aligns with the study’s findings on the need to
balance national security with the preservation of civil rights
and freedoms. However, unlike C. Tenove’s (2020) focus on
social media policy, this study provides a more comprehen-
sive analysis, addressing legislative, institutional, and tech-
nological aspects of countering disinformation. This broad-
er perspective offers a deeper understanding of the issue’s
complexity and supports the development of more effective
strategies for protecting the information space.

The conceptual model of the integrated state informa-
tion policy proposed in this study parallels the approach
presented by S. Bondarenko et al. (2022), who also stress the
need for a systematic approach to strategic national security
planning in the context of societal informatisation. However,
unlike S. Bondarenko et al.’s (2022) focused on technological
aspects, this model adopts a more balanced approach, in-
corporating legal, institutional, and social factors. The study
modelled the information security system’s response to vari-
ous hybrid threat scenarios, including a large-scale cyberat-
tack, a prolonged information operation, and a technological
breakthrough in artificial intelligence. The analysis revealed
that the proposed information policy model is highly effec-
tive in responding to acute crises, systematically countering
long-term information operations, and adapting to new tech-
nological challenges.

Particular attention was given to the scenario of a long-
term information operation, involving the systematic spread
of disinformation via social networks and media. These find-
ings align with M. Clark’s (2020) study on Russian hybrid
warfare, which analyses russia’s tactics and strategies in in-
formation warfare. M. Clark’s (2020) emphasises the impor-
tance of a systematic approach to countering disinformation
and building societal resilience to information manipula-
tion, which is consistent with this study’s recommendation
for long-term strategies to address information threats. This

study offers a broader analysis of hybrid threats, encompass-
ing not only military but also civilian aspects of information
security. Unlike M. Clark, who focuses primarily on the mil-
itary dimension of hybrid warfare, this study also examines
the economic, social, and technological aspects. This com-
prehensive approach enables a more thorough assessment
of the impact of hybrid threats on various societal and state
sectors, which is particularly relevant given current informa-
tion challenges.

This study highlights the critical role of innovation in
shaping new hybrid threats, particularly through the devel-
opment of artificial intelligence and quantum computing,
which pose new challenges to cyber defence systems. These
findings align with P. Kivimaa’s (2022) conclusions on the
need to transform innovation policy for global security. Au-
thor emphasised the development of “safe by design” tech-
nologies, which complements this study’s recommendations
to strengthen research capacity in information security do-
main. While P. Kivimaa (2022) examined innovation policy
primarily in the context of environmental security, this study
focuses on the information aspects of national security. Ef-
fective responses to technological challenges in information
security require not only national efforts but also active in-
ternational cooperation (Kassymzhanova et al., 2022).

In this regard, the study’s findings on the role of inter-
national collaboration in countering hybrid threats align
with those of M. Weissmann et al. (2021). The authors
highlighted the importance of international cooperation in
countering asymmetric threats, aligning with this study’s
recommendation to enhance Ukraine’s involvement in inter-
national cybersecurity initiatives. However, while M. Weiss-
mann et al. (2021) focused on international cooperation in
the context of military security, this study emphasises the
information aspects, including technology and experience
exchange in cyber defence. A key element of international
cooperation in information security is the harmonisation of
regulatory approaches. It is worth paying attention to the
study by B. Farrand (2024), which examined the problem of
regulating political advertising in the online space. Author
proposed the concept of “regulatory mercantilism” in digital
policy, which correlates with the findings of this study on
the need to improve the legal framework for regulating the
information sphere. However, if B. Farrand (2024) focused
mainly on the economic aspects of regulation, this study pro-
poses a broader approach, taking into account the security
and social aspects of information policy.

This study focused on the impact of hybrid threats on
democratic institutions and processes. In the context of ana-
lysing the political instruments for the formation and imple-
mentation of the state information strategy, it was found that
hybrid threats have the potential to significantly undermine
trust in state institutions, in particular in the bodies respon-
sible for conducting elections. The study found that infor-
mation operations can cause a deep split in society, manipu-
late public opinion, and interfere with electoral procedures,
which poses a serious threat to the democratic system as a
whole. These conclusions align with and complement the
work of H.A. Garnett and T.S. James (2020), who explored
the impact of digital technologies on the electoral process.

Their analysis of both the positive and negative as-
pects of technology in elections supports the compre-
hensive approach proposed in this study. H.A. Garnett
and T.S. James (2020) examined a range of innovations,



including electronic voting systems, voter verification, and
tools for predicting election results. Notably, their call for
balancing innovation and security in the electoral process
aligns with this study’s recommendations for an integrat-
ed approach to information security. The researchers em-
phasised the need for flexible regulatory mechanisms that
enable the benefits of new technologies while minimising
risks to electoral integrity. This approach aligns with our
proposed concept of an adaptive information security sys-
tem, designed to respond effectively to dynamic changes in
the information environment.

Comparing this study’s results with C. Whyte et al. (2021)
work on information warfare in the era of cyber conflicts re-
veals a shared recognition of the complex nature of modern
information threats. C. Whyte et al. (2021) stressed the need
to integrate cybersecurity and information operations, align-
ing with the integrated information policy system proposed
in this study. However, while C. Whyte et al. (2021) focused
primarily on interstate conflicts, this study offers a broader
perspective, incorporating internal aspects of information se-
curity. Overall, the study is highly relevant to current scien-
tific discussions on information policy and countering hybrid
threats. It provides a comprehensive analysis of the legal and
political aspects of information security, considering both
Ukraine’s national context and global trends. The study’s
strength lies in its interdisciplinary approach, enabling a mul-
tifaceted analysis and the proposal of integrated solutions.

Conclusions
The study successfully identified key areas for improving
state information policy in the context of hybrid threats, con-
sidering both legal and political aspects. Analysis of contem-
porary definitions of hybrid threats highlights their complex
and multidimensional nature, posing significant challenges
to the development of an effective state information policy.
Hybrid threats, which integrate traditional and non-tradi-
tional warfare methods, present new challenges to national
security and sovereignty. Disinformation campaigns, cyber-
attacks, social media influence operations, and econom-
ic pressure through information channels are particularly
concerning. An analysis of legal mechanisms for regulating
information policy in response to hybrid threats reveals sig-
nificant progress in Ukraine’s legal framework from 2014 to
2024. The adoption of key laws and strategic documents, in-
cluding Decree of the President of Ukraine No. 47/2017 and
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landscape and the need for improved interagency coordina-
tion mechanisms.

An assessment of the effectiveness of political instru-
ments in shaping and implementing Ukraine’s information
strategy in the context of hybrid confrontation has revealed
significant progress in building institutional capacity to
counter information challenges. The establishment of spe-
cialised structures, such as the National Coordination Centre
for Cybersecurity and the Centre for Strategic Communica-
tions, has significantly enhanced the state’s ability to identify
and neutralise information attacks. The study also highlights
the need to enhance interagency cooperation mechanisms
and strengthen public-private partnerships in information
security. The proposed theoretical model of an integrated
information policy system shows significant potential in ad-
dressing modern information challenges.

It proves effective in responding to crises, systematically
countering long-term information campaigns, and adapting
to emerging technological threats. A key success factor is
the system’s ability to continuously adapt and evolve, ne-
cessitating regular updates to strategies, technologies, and
regulatory frameworks in response to the dynamic informa-
tion threat landscape. The study underscores the importance
of a comprehensive approach to information security that
integrates technical, legal, organisational, and social dimen-
sions. Essential components of an effective information poli-
cy include fostering public-private partnerships, strengthen-
ing international cooperation, and enhancing digital literacy.

Additionally, prioritising research capacity in informa-
tion security and adopting innovative technologies are cru-
cial for countering emerging hybrid threats. A key limita-
tion of this study is the absence of empirical data to validate
the effectiveness of the proposed theoretical model in re-
al-world conditions. Future research should focus on empir-
ical studies to test theoretical conclusions, the development
of quantitative methods for assessing information policy
effectiveness against hybrid threats, and an analysis of in-
ternational strategies for countering emerging information
attacks, particularly those involving artificial intelligence.
Another crucial area for further investigation is the impact
of hybrid threats on democratic processes and the develop-
ment of mechanisms to safeguard electoral integrity amid
information warfare.
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AnoTarnisa. MeTow AoctiKeHH:A 0yJI0 BU3HAYEHHA OCHOBHUX LIUIAXiB ONTHUMIi3alil AepxaBHOI iHGOpMaLiiHOI MOJIi TUKH
3 METOI0 NMOCUJIEHHA CIIPOMO>KHOCTI MPOTUCTOATH CKJIAAHUM TiOpUAHUM BUKJIUKAM. Y AOCJIifKeHHI MpoaHai30BaHO
CydYacHi migxoaw IO BU3HAYeHHA TiOpuAHUX 3arpo3 Ta IX BIUIUBY Ha iHopmariliHy cdepy mepxasBu. Po3risaHyTo
MPaBOBi MeXaHi3Mu peryJoBaHHA iHGOPMAIiiHOI MOJIITUKNA B KOHTEKCTi MpOTUAil ri6puaHMUM 3arpo3aM Ta OI[iHEeHO
edeKTUBHICTh MOJIITUYHUX IHCTPYMEHTiB (popMyBaHHA Ta peasizanii iHpopmaunifiHoi cTparterii AepxaBd B yMOBax
ribpuaHoi BiliHU. AHaJIi3 BUABUB KOMILJIEKCHUI Ta 6araToBUMipHUI XapakTep ribpuaHNUX 3arpos, 1110 3HaYHO YCKJIaJHIOE
npouec GopMyBaHHA eheKTUBHOI iHPOopMaNiliHOI NOJIITUKU. Y nepioa 3 2014 no 2024 poku HOpMaTUBHO-IpaBoBa Oasa
Ykpainu y cdhepi iHpopmariliHol 6e3neku 3a3Hajia 3HaYHOT'0 PO3BUTKY, aJie BCe Iije Ma€ MPOraJinHu, 0COOJIMBO B YaCTUHI
THYYKOCTi IPaBOBUX HOPM Ta MeXaHi3MiB MiXBifjoMm4oi koopauHarii. OniHka epeKTUBHOCTI MOJITUYHUX iHCTPYMEHTIB
3acBigumiia 3HAYHUI mporpec y 3Mil[HeHHi iHCTUTYI[iFTHOI CHPOMOXHOCTI YKpaiHU HpOTUiATH iHpopMamiiHuM
3arposam, ajie BUsABUJIA HEOOXiJHiCTh MOAAJIBIIOTO BAOCKOHAIEHHA MeXaHi3MiB KOOpAUHAlLlil Ta PO3BUTKY JepKaBHO-
IIPMBATHOTO NapTHepCTBa. Y AOCJi[’KeHHi 3alIpPONIOHOBAHO KOHIENTyabHy MOAeJsIb iHTerpOBaHOI CUCTEMH JiepXKaBHOI
iHpopMaliiiHOI MOJIITUKY, AKa AeMOHCTPY€E BUCOKY e(deKTHUBHICTh y pearyBaHHI Ha pi3Hi cljeHapil riopuaHux 3arpos.
KitouoBuM ¢akTopoM ii ycmixy € 3AaTHICTh CHUCTEeMHM [0 MOCTiMHOI afganTallil Ta HaBuaHHA. Pe3ysibTaTl JOCiKeHHSA
MiJKpeCcIMIIN HeoOXiJHiCTh KOMILIEKCHOTO HiIX0Ay [0 3a0e3nevueHHs iHGopMariiiHo1 6e3meKy, 1m0 BKJII0YaE IIPAaBOBUII,
IHCTUTYUiHUHN, TEeXHOJIOTiYHUI Ta coljiaJibHuil BuMipu. Oco6MBY yBary HOpUAiJIeHO PO3BUTKY OCJIiOHUIIBKOTO
norteHniany y cdepi iHpopmarifinoi 6e3neku Ta BIPOBA)KEHHI0 iHHOBAIiIMHUX TEXHOJIOTIH AJIA MPOTUAil HOBUM
ribpuaHuM 3arposaM. PesysbTaTul JOCTiKEHHA PO3IIUPHIN TeopeTuuyHe po3yMiHHA iHDopMaliliHOI MOJTUKU B
yMoOBax TiOpuOHMX 3arpo3, IO AO3BOJIMJIO HaJaTH NpaKTU4YHI peKoMeHAallil o0 BAOCKOHAJeHHA BiJNOBiAHUX
JIep>kKaBHUX CTpaTerii
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